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Abstract

IOT information is always subjected to attacks, because component of the IOT system always
unsupervised for most of time, also due to simplicity of wireless communication media, so there
is high chance for attack, lastly, IOT is constraint device in terms of energy and computation
complexity. So, different research and study are proposed to provide cryptographic algorithm.
In this paper, a new image encryption is proposed based on anew chaotic map used to generate
the binary key. The proposed map is three dimensional map, which is more sensitive to initial
condition, each dimension of the 3-D chaotic map is depended on the others dimension, which
may increase the randomness of the behavior trajectory for the next values and this gives the
algorithm the ability to resist any attacks. At first, 3-D chaotic map is proposed, which is very
sensitive for initial condition, the three dimension is depended on each other, which make the
system more randomness, then the produced sequences is converted on binary key by using
mod operation. The original image is scrambled based on mod operation to exchange the row
and interleaving them, the same operations are repeated for column of the image. Later, the
image is divided into blocks of size (8*8) and scrambled by using negative diagonal scan, the
final pixels are converted into binary sequences, which are XORed with the generated key to
produce the encrypted image. The experiment is performed on different images with different
properties and tested with different metrics such as entropy, correlation, key sensitivity, number
of pixel change rate (NPCR) and histogram of the original and encrypted images. T results
shows that the proposed encryption algorithm is more efficient and outperform other methods.
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Introduction
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The internet of thing (IOT) is a model that includes communicated devices, which are used
to sense and communicate and transmit the collected information from remote device by
using internet, these device can provide huge data, which very important, therefore, sharing
such information must be securely transmitted through the internet especially in some
application, which require more information confidentiality, so to adapt this technology, it
IS important to increase confidence for 10T application by terms of security and privacy
(Xie F. and Chen Hu. (2016)). Unfortunately, 10T information is always is subjected to
attacks, because firstly, the component of the IOT system are always unsupervised for most
of time, also due to the simplicity of wireless communication media, so there is high chance
for attack, lastly, the 10T is constraint device in terms of energy and computation
complexity. (Ban H.et al. (2016), Khan S.et al. (2015), Wang J. et al. (2007), Muhammad
U. etal. (2017)).

The literature review show that there are difficult shortcoming for 10T in terms of limited
resource of 10T devices (Ebrahim M., Khan S, and Khalid B. (2014)). Present comparative
study for different symmetric algorithms base on different metrics such as flexibility,
scalability and architecture, and he address the limitation of communication security. In
(D Engels D et al. (2011)) proposed encryption algorithm by using 128 key with 64 bit as
initialization, the algorithm is software and implemented by hard ware. In (Muhammad U.
et al. (2017)) proposed lightweight algorithm named as (SIT), in this algorithm, 64 bit key
is used, also it is constructed from mixture of fastened with uniform substantial permutation.
In (Khan Muhammad et al. (2018).) proposed secure surveillance monitoring for IOT based
on logistic chaotic system, in this algorithm, the author is used two dimensional chaotic
sequence based on sin wave function, which is used as key to encrypt the 10T image. In
(Ganesan P. et al. (2003)) present comparative study by means of entropy consumption for
different encryption algorithm such as RC4, RC5 and IDEA. (B. Schneier. (2007); Ganesan
P. et al. (2003); Xuejial L. (1992)), also they compare between computation complexity for
different algorithms. (Zhijuan Deng and Shaojan Zhong (2019)) proposed image encryption
algorithm based on chaotic system, he used the basic features for the image as parameters
for used chaotic map (which is designed by (Xiong et al.). (Bhagya Maybel J and A.
Umamakeswari, (2018)) proposed systematic algorithm to transmit image to web server by
using Raspberry pi, the algorithm is depended on scrambling pixels and using chaotic map,
and it is implemented by hardware by using raspberry pi3. (Mohammed Karim et al. (2017))
in this paper, we have proposed anew cryptographic image algorithm based on anew chaotic
map. We have proposed three dimensional chaotic system, the encryption key is generated
based on the proposed map system, which produce chaotic sequence, this sequence will be
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used to generate the binary key after amplified and normalized it, then it is used to encrypt
the image, which is also under go different stages of processing such as row interleaving by
rearrange it according specific technique, the same method is used to interleave the column
of the image, later, it is divided into (8*8) blocks, scrambled and scanned in negative
diagonal method,then converted to binary sequence and XORed with the generated key to
produce the ciphered image.

Chiotic Map

542

The chaotic sequence is anon linear dynamical sequence, the generation of this sequence is
depended on initial conditions. There are different types of chaotic system such as logistic
map, Lorenz map, Rossler map and Bernoulli map (Hua X et al (2013); Joan D., René G.
and René G. (1993); Lingfeng Lu. et al. (2014)). Dynamical sequence means that, the
system changes its condition at each iteration, chaotic map is nonlinear system that contains
some interacting variables depending on simple rules, which is very sensitive to initial
conditions of its variables and parameters (Abir A et al. (2008)), the most common type of
chaotic map is logistic map, which is represented by equation (1), which is very well known
in theory of dynamics nonlinear system and it is defined by equation(1):

Xny1 = fm(Xn) =pXp(1—-Xp) (1)
Where X,,e [0,1] and n is integer number and p =3.999.
Depending on the value of y, the system is doubled in period as p is increased, and the

bifuriction diagram can be used to show the period doubling, which is produced based on
increasing the value of p as shown in Figure 1.

2.5 3 3.5 B

Figure 1 Bifurcation diagram for logistic map
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Also, chaotic and system can be characterized by contrast depending on their sensitivity to
their initial conditions if there is changes, as it is more sensitive to small changes in their
initial condition as it is more chaotic system. Quality called LE is introduced by alexander
lyapunov, this quality represent how fast the chaotic system is different depending on the
initial condition by ( €) so, f(X,) = will be f (X, + &), and after (n+1) iterative states, then
f(X,) will be changed to be written as f (X,, + €,) and then, the variation from state (X,) to

state (X,,) will be written in equation (2):

& & En—
In |2 =In|—.In |22
€o En—-1 En—-2
Where:
& | _ |f(Xi—1+£i—1
Ei-1 Ei-1

a1 | f(Xi-1)|

(3)

While lyapunov exponent map X,,,1 = f,,(X;) is in equation (4).

£,0) = lim =5, In|f(X;)|

Figure 2 shows the lyapunov exponent for p value between (3,4), as shown in Figure 2
(Mohammed Karim, et al. (2018); Adedeji K. and Ponnle A. (2017); Stephen L. (2004)).
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Proposed Methodology

In this paper, we have proposed a new IOT image encryption algorithm based on dynamic
chaotic system, which is used to generate key that is used in image encryption.
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Figure 2 lyapunov exponent of logistic map
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Proposed Chiotic Map

We have proposed 3-dimensional chaotic map system based on the logistic map and it is
described in equations (5, 6 and 7).

Xn+1 = U X — CXnZ ®)

Y1 = 1Xy — Yn3 (6)
Zny1=Yn—k an (7)

As described in the equations above, the values of X,,, Y,, and Z,, are depends on each other,
Z, is depended on Y,,, which is also depended on X,and Y, and this is the main strengths
of the proposed chaotic map, because it increase the randomness of the generated sequence
and increase the chaotic behavior, this make the sequence is very difficult to be discovered.

The bifurcation diagram of the proposed chaotic map is shown in Figure 3, it is clear that,
the value of (u = 3) gives 2 and pu = 3.4 gives 4, while p = 4 make the number of the
sequences are undefined. Also the relation between three dimension of the proposed
dynamical system are shown in Figure 4, which are describe the behavior of the sequences
with n=1000 between different dimension of the proposed system (X, Y and Z), which
prove the chaotic property of the system, as shown in figure the proposed chaotic system
achieved high randomness between the different dimension (Xn, Yn and Zn).
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Figure 3 Bifurcation diagram of the proposed chaotic map
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Figure 4 Relation between three dimensional proposed chaotic map

Proposed Encryption Algorithm
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Figure 5 shows the block diagram of the proposed encryption algorithm, the proposed
algorithm is constructed from three basic blocks, in the first block, the image is interleaved
according to the row and column of pixels while second block represent scan the pixels of
each block in the image, while the third block is used to diffuse the key with the original
image, the encryption procedure can be summarized by the following steps:

Step 1 Apply row by row exchange by replace first, second, third and fourth by third, one,
four and two respectively.
Step 2 Repeat the row interleaving step for column pixels in the same method.
Step 3 Divide the image into 8*8 blocks and interleave their pixel by using the following
equation (8) for row and column.

new location = (k mod 8 + 1) (8)

Where K is row/column number.

Step 4 Scan the block elements in diagonal negative scan manner.
Step 5 Generate the image key by using the proposed chaotic map and convert the sequence
into binary by using binary bit generation by applying the following equations:

X, = X, + min(X,,) 9
X, = rounn(X,, —2) (20)
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GKey = mod(X,, * 100, 2) (12)

Where €q.9 is used to shift the sequence to be in [0 1] range, eq.10 is used to rounded the
sequence, while eg.11 is used to generate the binary key (Gkey).

Step 6 The result of the block scan are XORed with the binary key, which is produced from
step 5 to be transmitted.

While the basic steps of description, which are invers procedure of encryption method are
listed below:

Step 1 Generate the chaotic sequence key by using the proposed chaotic map and apply
binary generator on chaotic sequence to reconstruct the key.

Step 2 The scrambled blocks are retrieved by perform XOR the encrypted image with
binary key.

Step 3 Inverse the negative scan elements for each 8*8 block of the image.

Step 4 De-interleaved the 8*8 block by using:

New row/col=(K mod 8)+1

Step 5 Apply column by column exchange by replace first, second, third and fourth by
third, one, four and two respectively.
Step 6 Apply column by column exchange by replace first, second, third and fourth by

third, one, four and two respectively.
-

Row, column and . column and row

' blackseramuling | K1 = B Xy — Xy block scrambling
< < J

3
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Scan block in e ' P ~

negative diaconal nverse Scan bloc!
~ gaUagO / Zn+1=Yn_an2 o G o
( a ( ™

Diffusion (::I[ Key }:1'1, Inverse Diffusion
\_ ~J & J

o

Figure 5 Block diagram of the proposed algorithm

http://www.webology.org



Webology, Volume 18, Number 2, December, 2021

Evaluation Metrics

To evaluate the performance of the proposed encryption algorithm, it is evaluated based on
basic criteria such as image correlation, image histogram, image entropy, mean square error
and peak signal to noise ratio, these metrics are described as following:

Correlation

This metric depict the depending between one value to another, we calculate the correlation
coefficients by using equation (12):

corr. = | <&¥) (12)

JPVDW)

Where D(x) and D(y) are variance for x and y respectively, while cov(x,y) is covariance
and it is evaluated by equation (13):

D(x) = =i, (x; — E(x))? (13)

Where E(x)and E(y) are mean values of x and y respectively and they are computed by
equation (14):

EG) =3, x (14)

Where x; and N is the total number of elements. As the correlation is decreased as the
encryption is better (Muhammad U. et al. (2017); Khan Muhammad et al. (2018)).

Image Entropy

547

Encryption algorithm can result in increasing the information in the encrypted image in
order to make the original data difficult to introducer to distinguish between original and
encrypted, also the added information, so higher the entropy, better algorithm efficiency,
the entropy is measured by equation (15):

H(D) = -Y%, P log2 P, (15)

Where P; probability of | intensity level [Muhammad U. et al. (2017)].
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Image Histogram

This metric is used to observe the encryption effect on image, image histogram is calculated
for original and encrypted images, uniform histogram for encrypted image represent
appreciable encryption. (Zhijuan Deng and Shaojan Zhong (2019)).

Key Sensitivity

One of the most important parameters of encryption algorithm is its sensitivity to the key.
Algorithm sensitivity to key means that, it can retrieve the original image if there is
difference to original key.

NPCR and UACI

This is another type of encryption metric, which number of change pixel rate, sometimes,
the attacker need to encrypt the image by using different pixel for the image, so the
differences in the encrypted image should be very high for only one pixel change of the
original image, in this test, two image is encrypted from the same image with only one pixel
change as described in equation (16) and (17): (Zhijuan Deng and Shaojan Zhong (2019)).

NPCR(C1,€2) = %552 x 100 % (16)
UACI(C1, C2) = 3, S2=C20D 5 100 94 (17)

Where D is pixel number, and S is determined by equation (18)

S {o if C1(,)) = C2(L.)) (18)
1 otherwise

Results and Discussion
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The proposed algorithm is performed on different test images by using Mat lab 2019b on
intel cori7, GHz processor and we compare our algorithm results with other works. Table 1
show the results of different images encrypted with our algorithm and algorithm of
(Muhammad U. et al. (2017)), the comparison show that the proposed algorithm give better
results, for example for Lena image, it achieved less correlation value (0.0010), this means
that, there is high differences between original and encrypted image, while it is satisfied
high value for original image (0.9753), this means that, there is no or less information are
discarded from the original image though the encryption, the detail description is shown in
Table 1.
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Table 1 Correlation and entropy for the proposed algorithm

Image Size Correlation Entropy

Original | Encrypted | Original | Encrypted
Lena 256 * 256 | 0.9753 | 0.001 7.4528 | 7.9974
Baboon 256 * 256 | 0.8968 | 0.001 7.2316 | 7.9973
Cameraman | 256 * 256 | 0.9623 | 0.0011 7.0097 | 7.9975
Panda 256 * 256 | 0.9914 | 0.0023 7.4938 | 7.9973

The correlation comparison between original and encrypted image are shown in Figure 6,
which is described high correlation in original image by concentrate the coefficients in very
close manner in each to other, while the coefficients of the encrypted image are spreader
out in all figure. The details of the comparison are shown in Table 2, it is clear that our
algorithm achieved less correlation for encrypted image (for Lena image), which means,
there are high differences between encrypted and original image, in other word there are
good results for encryption results, also for all test images, the correlation with original
image are always greater than (Muhammad U. et al. (2017)), which means that there is very
small change between the decrypted and original image, because no eliminated information
due to encryption method.

Table 2 Correlation and entropy for the proposed algorithm and results of (Muhammad U.

et al. (2017))

Correlation Entropy
Image Size Muhammad U. et Proposed Muhammad U. et Proposed
al. (2017) al. (2017)
Lena 256 * 256 | 0.0012 0.001 7.9973 7.9974
Baboon 256 * 256 | 0.0023 0.001 7.9972 7.9973
Cameraman | 256 * 256 | 0.0011 0.0011 7.9973 7.9975
Panda 256 * 256 | 0.0022 0.0023 7.9971 7.9973

549

Also in term of entropy, it is clear that the proposed method achieved high entropy as shown
in Table (2), which describe the added information and the high amount of the observed
randomness in the encrypted image. The distribution between adjacent pixels (horizontal,
vertical and diagonal) are shown in figure (6) for original and encrypted image, there are
high distribution for encrypted image as compared with original image, which describes
that there are high correlation between the coefficients of original image, while the
encrypted image does not have any correlation giving strength to our algorithm.
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horizontal correlation vertical correlation diagonal correlation

Original image

horizontal correlation vertical correlation diagonal correlation

Encrypted image

Figure 6 Distribution of adjacent pixels in original and encrypted image for horizontal,
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vertical and diagonal direction for Lena image

Also the results of histogram of test images are shown in Figure 7, the strength of our
algorithm is shown from the uniform distribution of histogram of the encrypted image for
all test images, while the original images as shown in the left part of Figure 7 have different
distribution of pixels intensity. Table (3) show (NCPR) and (UACI) for proposed algorithm
for different tests ciphered images, it is provided that, the algorithm have the ability to resist
different attacks for ciphered image, we generate two ciphered images with change only
one pixel from the original image, and from the results, we investigated that, the algorithm
have the ability to avoid differential attacks depending on probabilistic encryption property.
Our algorithm produce completely different two image, this means that it demonstrates
completely secure different image for the next ciphered image, and the attacker cannot
discover any information about the original image from the ciphered image. The
comparison in terms of (NCPR) and (UACI) for proposed algorithm with other works is
described in Table 4.

To test our algorithm for key sensitivity, we decrypt the tests image with small change for
initial condition x0=0.30000000001 instead of x0=0.3, The results are shown in figure (8),
which describes the original, encrypted, decrypted image with correct key and decrypted
image with wrong key, it is clear that, the original image will be remain non recognizable
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even when the change in the encryption parameters are very simple, and this explains the
power of the proposed algorithm.
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Figure 7 Histogram of original and ciphered image
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Table 3 (NCPR) and (UACI) for different images

Image Size image | NPCR UACI

Lena 256 * 256 | 0.996093 | 0.3346
cameraman | 256 * 256 | 0.99638 | 0.3346
Parrot 256 * 256 | 0.99550 | 0.3346
Baboon 256 * 256 | 0.9948 0.3347

Table 4 Comparison with other works

Metric | Proposed Khan M. et | Belazi A.et | Wei X. et ZhouS.et | Zhou Y. et
al. (2018) al. (2016) al. (2012) al. (2016) al. (2012)

NPCR | 99.6182 | 99.6125 99.2172 99.6177 99.60 99.6098

UACI | 33.4457 | 33.4451 33.6694 33.4058 33.40 33.4384

T T T

d) decrypted image
with
x0=0.30000000001
Figure 8 Original image, encrypted image, decrypted image with correct key and decrypted
image with small change

b) encrypted
image

a) Original

image c) decrypted image with x0=0.3

Conclusions

IOT information is always subjected to attacks, because firstly, the component of the 10T
system are always unsupervised for most of time, also due to the simplicity of wireless
communication media, so there is high chance for attack, lastly, the 10T is constraint device
in terms of energy and computation complexity. So different research and study are
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proposed to provide cryptographic algorithm. In this paper, anew image encryption is
proposed based on anew proposed chaotic map, which is used to generate the binary key.
The proposed map is three dimensional map, which is more sensitive to initial condition of
its parameters, each dimension of the 3-D chaotic map are depended on the others
dimension, which may increase the randomness of the behavior trajectory for the next
values and this give the algorithm the ability to resist any attacks. At first we have proposed
3-D chaotic map, which is very sensitive for initial condition and the three dimension is
depended on each other, which make the system more randomness, then the produced
sequences is converted on binary key by using mod operation, then the original image is
scrambled first by using specific form based on mod operation to exchange the row and
interleaving them, the same operations are repeated for column of the image, later, the
image is divided into blocks of size (8*8) and scrambled by using negative diagonal scan,
the final pixels are converted into binary sequences, which are XORed with the generated
key to produce the encrypted image.

The experiment is performed on different images with different properties and tested with
different metrics such as entropy, correlation, key sensitivity, number of pixel change rate
(NPCR) and histogram of the original and encrypted images, the result shows that the
proposed algorithm is very sensitive to initial condition, since it gives very good result and
it is encrypted the image for less change value (0.000000001) as initial condition, also it
achieved (NPCR=0.996 for Lena image) with correlation (0.001) which is less than in
(Muhammad U. et al. (2017)) (0.0011), also it is achieved better the entropy value (7.9974)
verses (7.45) for (Muhammad U. et al.(2017)) method, so the proposed algorithm is
efficient for secure transmission of IOT image.
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